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1 BBepeHwue

[JOKYMEHT cogepKUT onmcaHune npoueayp no sKkcnayataumm n KOHPUrypmMpoBaHUO NPOrpaMmMHOro
komnnekca (MK) UDR. Lenb goKkymeHTa — npeaocTaBuTb MHGOPMaLMIO MO KOHOUTYPALMOHHbIM
napameTpam MK UDR, KOTOpble MCNOb3YHTCA NPU MHTErPaLMmM CO CMEXKHbIMU CETEBBIMU 3/1IEMEHTAMM,
Hanpumep, Takumu, kak MME, MSC 1 SGSN. CtpykTypHo MK UDR cOCTOUT 13 LLeHTPaIn30BaHHOM 6a3bl
[aHHbIX, peannsosaHHon Ha CYB/ Redis, n ¢pyHKumMoHana HLR/HSS/AUC.
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2 OnucaHune nporpammHoro komnaexkca UDR

UDR npeactaBasieT coboit nporpamMmmHbIi KOMMEKC, obecneymBatoMin XpaHEHME BCEX BUAOB
abOHEHTCKNX AaHHbIX B eaMHON 6a3e AaHHbIX C pacnpeaenéHHON apXnTeKTypou, NnpeaHasHavyeHHbI ana
paboTbl B ceTax ctaHAapTos 2G/3G/4G/5G mobMnbHOro onepatopa B Ka4ecTBe CUCTEMbI YrpaBaeHUS
MHOronpoduUAbHbIMU abOHEHTaMMU.

®dyHKumn HLR/HSS obecneunsatot nHtepdelicobl B cetax 2G/3G/4G/5G 1 moryT 06cnyuBaTb AaHHble
CeTM OAHOBPEMEHHO.

MporpammHubiii Komnaekc UDR peanvsoBaH Ha MUKPOCEPBUCHOM apXUTEKTYPE U Pa3BEPHYT B
Kubernetes (K8S) knactepe. Ctpyktypa MK UDR n3o6paxeHa Ha PucyHKke 2-1 v BK/OYaeT B cebA
cnegyolme KOMNOHEHTHI:

1) HLR - AOMaLLHWUI PErncTp MecTonoN0KeHNA MOBUAbHbIX aboHEeHTOB ceTen cTaHAapToB 2G/3G,
obecneymBatoLmii B3aMMOAENCTBME C ONOPHbIMU CETAMU MOBMIbHBIX ONEepPaTopPoB NO NPOTOKOAAM
SCTP/M3UA/SCCP/TCAP/MAP;

2) HSS - cepBep aboOHEHTCKUX AaHHbIX ceTu cTaHaapTa 4G, obecneymBatoLmii B3aMMoaencTemne ¢
ONOPHbIMKU CETAMU MOBUNBLHBIX ONepaTopos no npotokonam SCTP/DIAMETER;

3) AUC - moaynb ayTeHTUOMKaLMmM abOHEHTOB COTOBOM CBA3W;

4) Database — LeHTpanm3oBaHHyto 6a3y AaHHbIX, obecrneynBaroLLyto XxpaHeHne npoduneit alboHeHTOB
COTOBOW CBA3M.

BbicokoypoBHeBas apxutekTypa MK UDR npeacrasneHa Ha PucyHke 2-1.

UDR

! .

1 I MAPTCAP/SCCP/M3IUA/JSCTP

e e M
E AUC i

E HSS E Dismeter/SCTP

4G/5G ' DRA
. .

PucyHoK 2-1 BeicokoypogHesaa apxumexkmypa MK UDR
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3 HacTpowKka KOHOUTYPaLUMOHHbIX MapaMeTpoB

3.1 Obuwme NoNoKEeHUS

HacTtpolika napameTpos MK UDR ocyuiectsnaerca yepes BHECEHNE USMEHEHUI B eANHbIN
KoHdurypaumoHHbIn config.json. CTpyktypa daiina coorsetcteyeT popmaty “json”. B KOHPUrypaumoHHOM
daiine npeaycMoTPEHO HECKO/IbKO Pa3enos, OTBEYaLWMX 38 COOTBETCTBYHOWMIA GyHKUMOHaN. CNUCOK
pa3zenos KOHOUrypaunoHHoro danna config.json npeacrtasneH B Tabanue 3-1

Tabauya 3-1 CrucoK pa30esnos KoHgu2ypayuoHHo20 ¢alina config.json

HasBaHue pasgena HasHaueHue pasgena

redis MapameTpbl noakntoveHns CYB/ Redis
auc MapameTpsbl LeHTpa ayTeHTUPMKaummn AUC
DiaOwnNodeConfig JlokanbHble napameTpbl Diameter
DiaPeerNode MapameTpbl cMeXxHbIX y310B Diameter
DiaRealmRouting MpaBnna mapwpyTtnsauymmn Diameter

hss MapameTpsbl, OTHOCALWMECA K HSS

SCTP JlokanbHble  cmexHble napameTpbl SCTP
hir MapameTpsbl, oTHOCALMECH K HLR

3.2 KoHourypauma napameTtpos MK UDR

Mpu nHTerpaumm MK UDR co cmexKHbIMK CETEBLIMM 3N1eMeHTamMn HeobxoaMMOo onmncaTb Ux
napameTpbl U CUTHA/IbHbIE XapPaKTEPUCTUKN B 06LLEM KOHOUTYpaumoHHOM daline config.json. OnucaHue
napameTpoB ¢ainna config.json ana MK UDR npeacrasneHo B Tabnnuax 3-2, 3-3, 3-4, 3-5, 3-6, 3-7, 3-8.

Tabauya 3-2 MNapamempeoi MK UDR, pazden "redis"

MapameTp 3HayeHune
host IP agpec ans nogkntoveHma K base daHHbix Redis

Tabauya 3-3 MNapamempeoi 1K UDR, pazden "auc"

MapameTp 3HayeHue

CustomerKey YHWKanbHbIN KAOY — MAEHTUDMKATOP onepaTopa
AdKey Kntou A4Key

A3A8 BapuaHTt Anropmntma A3A8

Tabauya 3-4 MNapamempeoi MK UDR, pazden "DiaOwnNodeConfig"

MapameTp 3HayeHue
hostld Mma nokanbHoro Diameter xocTa
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realm Realm Diameter xocTa

sctpAddressesList IP agpec SCTP nuHKka gna Diameter
portNr Homep nopta ana Diameter

enabled NHamkaTop coctoaHus Diameter
supportedVendorslds Cnncok 3GPP Diameter npunoxeHui
supportedVendorSpecificApps Cnncok non-3GPP Diameter npunoxkeHui

Tabauya 3-5 MNapamempeoi MK UDR, pa3den "DiaPeerNode"

MapameTp 3HauyeHue

nodeld Nmsa cmexHoro Diameter xocTta
sctpAddressesList IP agpeca SCTP nnHka cmexHoro Diameter xocTa
Enabled NHamkaTop coctoaHus Diameter

Tabauya 3-6 MNapamempei MK UDR, pasden "DiaRealmRouting"

MapameTp 3HayeHune

entryld NpeHTndunKaTop ceccmmn Diameter
requestedApp MNopaepkusaemble Diameter npunoxeHua
nodelds CmerkHble Diameter xocTbl

Tabauya 3-7 Napamempeol K UDR, pazden "hss"

MapameTtp 3HayeHue

EpsApn NaoeHtnduratop APN 1 3HaueHmne APN
Apnid NaoeHtndurkatop APN

PdnType Tun PDN ceccum (IPV4/IPV6,NonlP)
AmbrMaxDlI MaKcumanbHaa ckopoctb B DownlLink
AmbrMaxUl MakcumanbHaa ckopoctb B UpLink
QosProfileQci 3HayeHune QCI

Tabauya 3-8 MNapamempeoi MK UDR, pazden "hir"

MapameTp 3HayeHue

CsPsRoaming NaeHTudUKaTopbl POYMUHIOBBIX 30H U NpedUKCbI
Apnid NaeHtudukatop APN

ApnName NUma APN

PdpContext NaeHTnduKkatopol Pdp 1 cootseTcTBytowme Apnld
Sctp2G, Loclp NokanbHbIn IP agpec ana SCTP

Sctp2G, LocPort JNokanbHbIM nopT ana SCTP

Sctp2G, SctpLocMode Pexxum pabotbl SCTP (client nnu server)
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Sctp2G, Remlp

CmexHbil IP agpec gna SCTP

Sctp2G, RemPort

Homep cmerkHoro nopta ana SCTP

Sctp2G, AssocName

MUma SCTP accouymauunm

M3uaOwnSP, OwnSpld

NaoeHTUPUKaTOp curHanbHoM ToukmM M3ua

M3uaOwnSP, OwnSp

JloKasibHOe 3HaYeHue cUrHasibHom Toukm M3ua

M3uaOwnSP, Ni

JlokanbHOe 3Ha4YeHue ceTeBoro nHanKatopa M3ua

M3ua, name Nma cmexkHOM cUrHanbHOM Toukn M3ua

M3ua, remSp CMeXKHOe 3HaYeHne CMrHanbHOM To4kn M3ua
M3ua, assocld NaeHTtnduratop SCTP curHanbHoM Toukn M3ua
M3ua, ownSp JloKanbHbIN naeHTUOMKATOP A8 cMexKHoM M3ua

M3ua, remSpType

TN cMeXKHOM CUTHaIbHOM TOoYKkM M3ua

M3ua, mode

Pexxnm paboTbl CMeXHOM CUrHaNbHOM ToukM M3ua

GttSCCP, name

Nma npasuna tTpaHcnhaumm Gtt

GttSCCP, tt Tun, onpegenamwWwmn npaBuao TpaHcaaumm Gtt
GttSCCP, np HomepHon nnaH TpaHchaumnm Gtt

GttSCCP, na Tun agpeca TpaHchauum Gtt

GttSCCP, ns HomepHasa cepusa TpaHcnhauum Gtt

GttSCCP, ri MapLwpyTHbIA MHAMKATOP TpaHcaaumn Gtt
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4 T1pOCMOTP CTaTyCa CUTHAMbHbIX HaNpPaBAEHMM

MpoCcMOTP COCTOAHMA CKOHPUTYPUpoBaHHbIX Ha MK UDR curHanbHbIXx HanpaBaeHWUM ocyLecTBAAEeTCS
nyTém aHanunsa ¢aiiia cobbITUM COOTBETCTBYHOLLIMX CEPBUCOB.

Mpumep KoMmaHAabl ans npocmoTpa ctaTyca SCTP accoumaumin u M3UA ans 2G cepBUCOB NOKa3aH a
Tabnuue 4-1 n Tabnuue 4-2.

Tabauya 4-1 npocmompa cmamyca SCTP accoyuayuli u M3UA 9014 2G cepsucos

|[redos@soneric—k8s—master—0 ~]1$ k8 -1 2gros 2grouterservice-sgsn-b897c5957-bhmgj |

Mpumep pacneyaTkm ctatyca SCTP accoumnaunit 1 M3UA ana 2G cepBMcOB NOKasaH a Tabauue 4-2.

Tabauya 4-2 Mpumep pacrieyuamxu cmamyca SCTP accoyuayuli u M3UA 05 2G cepsucos

[redos@soneric-k8s-master-0 ~]$ k8 -1 2gros 2grouterservice-sgsn-b897c5957-bhmgj

[2025-09-26 06:42:52.563634 INFO] 2GRouterService version: 0.1.6 (Core library
version: 1.2.37)

[2025-09-26 06:42:52.563747 INFO] Server socket bound, port: 2906

[2025-09-26 06:42:52.566002 INFO] DNS name 'svc-2glinkstatushandler' resolved to IP
address: 10.245.10.145

[2025-09-26 06:42:52.566378 INFO] Heartbeat channel established with
10.245.10.145:8000

[2025-09-26 06:42:52.566400 INFO
2025-09-26 06:42:52.566405 INFO
2025-09-26 06:42:52.566411 INFO
2025-09-26 06:42:52.567432 INFO
2025-09-26 06:42:52.567443 INFO] M3UA initial link status: DOWN
2025-09-26 06:42:52.567447 INFO] Heartbeat period: 2000 ms

] Pod id: 2grouterservice-sgsn-b897c¢5957-bhmg]j

]

]

]

]

]
2025-09-26 06:42:52.567553 INFO] Service started

]

]

]

]

]

Association id: 2
Association name: vSGSN
SCTP initial link status: DISCONNECTED

2025-09-26 06:42:53.445196 INFO] Accepted connection from client 10.244.37.0:45657
2025-09-26 06:42:53.445733 INFO] SCTP association established

2025-09-26 06:42:53.445747 INFO] Begin processing stream '2g dpc 1172'

2025-09-26 06:42:53.456088 INFO] M3UA AspUp processed, current M3UA status: INACTIVE
[2025-09-26 06:42:53.468076 INFO] M3UA Notify processed, current M3UA status:
INACTIVE

[2025-09-26 06:42:53.468160 INFO] M3UA AspActive processed, current M3UA status:
ACTIVE

[2025-09-26 06:42:53.480225 INFO] M3UA Notify processed, current M3UA status: ACTIVE

[
[
[
[
[
[
[
[
[
[
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Tabauya 4-3 Mpumep pacrieyamku cmamyca SCTP accoyuayuli u M3UA 0na 2G cepsucos

[redos@soneric-k8s-master-0 ~]$ k8 -1 2glin

2glinkstatushandler-647d99fccd-xj628

[2025-09-26 05:51:58.594735 INFO] Heartbeat invalidating period: 11000ms

[2025-09-26 05:51:58.594821 INFO] 2GLinkStatusHandler version: 0.1.5 (Core library
version: 1.2.37)

[2025-09-26 05:51:58.594853 INFO] Server socket bound, port: 8000

[2025-09-26 05:51:58.594868 INFO] Service started

[2025-09-26 05:52:31.700345 INFO] Accepted connection from client 10.244.66.248:54912
[2025-09-26 05:52:31.701818 INFO] Registred Pod 2grouterservice-msc-8c7967b7c-2nt8qg,
SCTP assoc id: 5, SCTP link status: DISCONNECTED, M3UA link status: DOWN

[2025-09-26 05:52:33.702136 INFO] Pod 2grouterservice-msc-8c7967b7c-2nt8g changed
SCTP status: CONNECTED

[2025-09-26 05:52:33.702220 INFO] Pod 2grouterservice-msc-8c7967b7c-2nt8g changed
M3UA status: ACTIVE

[2025-09-26 05:52:33.704142 INFO] Availability of DPC 1111 changed to 100%
[2025-09-26 05:52:33.705300 INFO] The availability was fundamentally changed. DPC
1111: 1

[2025-09-26 05:52:41.581244 INFO] Accepted connection from client 10.244.66.202:37542
[2025-09-26 05:52:41.581351 INFO] Registred Pod 2grouterservice-sgsn-b897c¢5957-vimfs,
SCTP assoc id: 2, SCTP link status: CONNECTED, M3UA link status: ACTIVE

[2025-09-26 05:52:41.582978 INFO] Availability of DPC 1172 changed to 100%
[2025-09-26 05:52:41.584042 INFO] The availability was fundamentally changed. DPC
1172: 1

[2025-09-26 06:38:23.122563 INFO] Client disconnected

[2025-09-26 06:38:24.184492 INFO] Accepted connection from client
10.244.222.198:35706

[2025-09-26 06:38:24.186044 INFO] Pod 2grouterservice-sgsn-b897c5957-1Imfgr changed
SCTP status: DISCONNECTED

[2025-09-26 06:38:24.186089 INFO] Pod 2grouterservice-sgsn-b897c5957-1Imfgr changed
M3UA status: DOWN

[2025-09-26 06:38:24.187329 INFO] Availability of DPC 1172 changed to 0%

[2025-09-26 06:38:24.188074 INFO] The availability was fundamentally changed. DPC
1172: 0

[2025-09-26 06:39:28.669568 INFO] Client disconnected

[2025-09-26 06:39:29.436492 INFO] Accepted connection from client 10.244.66.238:58408
[2025-09-26 06:39:31.438302 INFO] Pod 2grouterservice-sgsn-b897c5957-gm77r changed
SCTP status: CONNECTED

[2025-09-26 06:39:31.438417 INFO] Pod 2grouterservice-sgsn-b897c¢5957-qm77r changed
M3UA status: ACTIVE

[2025-09-26 06:39:31.440422 INFO] Availability of DPC 1172 changed to 100%
[2025-09-26 06:39:31.441434 INFO] The availability was fundamentally changed. DPC
1172: 1

MpocmoTp cocTosHMA NpoTokona Diameter Tak:Ke ocyLLecTBASETCA NyTeM NpocMoTpa dalina

cobbITUII MUKpOCEPBMCOB. Mpumep KOMaHAbl 418 MPOCMOTPA COCTOAHMA NPoToKona Diameter NnokasaH B

Tabnuue 4-4.

Tabauya 4-4 Npumep npocmMmompa cOCMOAHUA npomokona Diameter.

|[redos@soneric—kSs—master—O ~1%$ k8 -1 4grou 4grouterservice-8cb588bbd-v7dxn
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Mpumep pacneyaTkM COCTOAHUA NpoToKona Diameter nokasaH B Tabnunue 4-5.

Tabauya 4-5 Mpumep pacreyamku cocmosaHusA npomokoaa Diameter.

[redos@soneric-k8s-master-0 ~]$ k8 -1 4grou
4grouterservice-8cb588bbd-v7dxn

[2025-09-24 12:00:06.028874 INFO] Peer info by config:
nodeId: vmme?2.epc.mnc093.mcc240.3gppnetwork.orgfepc
transportLayerType: 2
initiateConnection: false
enabled: true
sctpAddressesList: [ 10.32.33.237, 10.32.33.238 ]
connectedAddressesList: [ ]
linkStatus: down
[2025-09-24 12:00:06.030085 INFO] 4GRouterService version: 1.2.2 (Core library
version: 1.2.36)
2025-09-24 12:00:06.032235 INFO
2025-09-24 12:00:06.032343 INFO
2025-09-24 12:00:06.032364 INFO
2025-09-24 12:00:06.348939 INFO

Service started
Active IP address: 10.244.66.204
SCTP socket bound, port: 3868
Accepted connection from client 10.32.33.238:7183
2025-09-24 12:00:06.349556 INFO] New SCTP association established
2025-09-24 12:00:11.954987 INFO] Connected peer info:
nodeId: vmme2.epc.mnc093.mcc240.3gppnetwork.orgf#epc
transportLayerType: 2
initiateConnection: false
enabled: true
sctpAddressesList: [ 10.32.33.237, 10.32.33.238 ]
connectedAddressesList: [ 10.32.33.237, 10.32.33.238 ]
linkStatus: up
realm: epc.mnc093.mcc240.3gppnetwork.org
productName: SGSN-MME
firmwareRevision: 2
diaVendorId: 193

[
[
[
[
[
[

supportedVendorsIds: [ 10415 ]
supportedAuthAppsIds: [ 16777251 ]
[2025-09-24 12:01:37.546067 WARNING] SCTP ABORT received, association terminated

abruptly
[2025-09-24 12:01:37.546131 INFO] Closed connection with client 10.32.33.238:7183
[2025-09-24 12:01:37.546202 INFO] Peer vmme2.epc.mnc093.mcc240.3gppnetwork.orgfepc
disconnected, current state:
nodeId: vmme?2.epc.mnc093.mcc240.3gppnetwork.orgiepc
transportLayerType: 2
initiateConnection: false
enabled: false
sctpAddressesList: [ 10.32.33.237, 10.32.33.238 ]
connectedAddressesList: [ ]
linkStatus: down
[2025-09-24 12:01:43.578318 INFO] Accepted connection from client 10.32.33.237:7183
[2025-09-24 12:01:43.578851 INFO] New SCTP association established
[2025-09-24 12:01:43.579112 INFO] Connected peer info:
nodeId: vmme2.epc.mnc093.mcc240.3gppnetwork.orgiepc
transportlLayerType: 2
initiateConnection: false
enabled: true
sctpAddressesList: [ 10.32.33.237, 10.32.33.238 ]
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connectedAddressesList:
linkStatus: up

realm: epc.mnc093.mcc24
productName: SGSN-MME
firmwareRevision: 2
diaVendorId: 193
supportedVendorsIds: [
supportedAuthAppsIds: [

[ 10.32.33.237,

0.3gppnetwork.org

10415 ]
16777251 ]

10.32.33.238 ]
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5 3arpy3sKka aboHeHTCKUX npoduaen

Ab6oHeHTCKne npoduan ana pabotbl B catex 2G/3G/4G/5G xpaHATCA B LLeHTPaAn30BaHHON base
AaHHbIX Redis, KoTopaa pyHKUMOHMpPYET No NpuHUMNYy “kntoy-3HaveHme”. Redis nonHOCTbO ynpasaseT
OQHHbIMUM B MAaMATU, YTO NO3BOJIAET BbIMNOAHATL Onepaumn 3a MMKpoceKyHAabl. B coctas MK UDR sxogut
CYB/A Redis c oTkpbITON nLEeH3Nen (open-source edition), ABNAOLWAACA pa3pellEHHbIM K UCMOb30BaHUIO
COCTaBHbIM KOMMOHEHTOM NPOrpamMHOro obecneyeHuns Npu BHeceHMm B peectp MuHundpsl Poccum.

Mpumep 3arpy3kun TectoBoro aboHeHTcKoro npoduns B 6asy gaHHbIX Redis NokasaH Ha pucyHKe 4-1.

json.set subscriptions:240930000000003 $
'{"MSISDN":["79000002003","79000002002"],"IMSI":"240930000000003", "msisdnMask":"00
00000000000011™, "imsiMask":"0000000000010011", "eps" : {"EpsProfileId":"UserProfilel"
, "EpsOdb" :"1", "EpsRoamAllow" :"TRUE", "EpsRoamRestrict" :"FALSE", "EpsIndDefContextId"
:"1", "EpsIndContextId":"1", "EpsIndSubChargChars":"8", "EpsIndAmbrMaxUl":"4294967295
", "EpsIndAmbrMaxD1":"4294967295", "EpsIndAmbrMaxUlExt":"4294967295", "EpsIndAmbrMaxD
1Ext":"4294967295", "EpsAccessRestriction":"0", "EpsUserIpV4Address":"2$159.10.1.20;
7$159.10.1.21", "EpsAdminDisable":"FALSE", "EpsNam" :"0", "EpsIndRauTauTimer":"36000",
"EpsIndCoreNetworkRestrictions":"0", "EpsMmeAddr" : "mmecl .mmegil.mme.epc.mnc093.mcc2
40.3gppnetwork.org", "EpsMmeRealm" : "epc.mnc092 .mcc240.3gppnetwork.org", "EpsLocState
":"0", "EpsMmeOdb" :"1", "EpsLastInsertSent":"20250122T075514513", "EpsDynPdnInf":"int
ernet.soneric.ru$$510.200.126.121$$mnc093.mcc240.3gppnetwork.org", "EpsImeiSv":"865
9810503752560", "EpsVplmnId":"24093", "EpsMmeRegServ" :"TRUE", "EpsLastUpdateLocationD
ate":"20250122T075514513", "EpsLastActivityDate":"20250122", "EpsMmeFeatureListlSupp
":"3690988033", "EpsMmeFeatureList2Supp":"153747456","CDC":"23"},"csps": {"MSISDN":"
79000002003","CDC":"24", "CSPSAdminDisable" : "TRUE", "NAM" : "0", "VLRADD":"197918479049
2", "MSCNUM":"1979184790492", "CSLOC":"0", "LOCDATECS":"20250122T075514513", "PURGEDAT
ECS":"20250122T075514513", "SGSNNUM" : "1979184790492", "PSLOC": "0", "LOCDATEPS" : "20250
122T075514513", "PURGEDATEPS":"20250122T075514513", "ACTIVITYDATE" : "250122", "RSA" : "1
", "DBSG" . "1", "TSll" . "1", "TS21" . "1", "TS22" . "1", "CAW" . "1", "HOLD" . "1", "MPTY" . "1", "OBO
" . "1", HOBI" . "1", HOBR" . "1", "BAIC" . "1", "BAOC" . "1", "SOCB" . "1", "BAICTS:LOST" . "14", "BAOC
TS10ST":"14","PWD":"1234","PWDC":"3","CFB":"1", "SOCFB":"1", "CFBTS10ST":"5", "CFBTS1
OFNUM":"1979150299115", "CFNRC":"1", "SOCFNRC":"1", "CFNRCTS10ST":"5", "CENRCTS10FNUM"
:"1979150299115", "CFNRY": "1", "SOCFNRY" : "3", "CFNRYTS10ST":"5", "CENRYTS10FNUM":"1979
150299115", "CFNRYTS10TIME":"15", "CFU":"1", "SOCFU": "1", "CFUTS10ST":"5", "CFUTS10FNUM
":"1979150299115", "CLIP":"1", "SOCLIP":"1", "CLIR":"1", "SOCLIR":"2", "COLP":"1", "SOCO
LP" . "1", "COLR" . "1"} } )

PucyHok 5-1 lMpumep 3a2py3Ku aboHeHMCKoz20 npoguss 8 6a3y 0aHHbIx Redis

Mpumep nonyyveHusa TectoBoro npoduns aboHeHTa U3 6a3bl AaHHbIX Redis aoKasaH Ha pucyHke 4-2.

printf 'Jjson.get subscriptions:240930000000003\nexit\n' | redis-cli | jg
{
"IMSI": "240930000000003",
"MSISDN": [
"79000000965",
"79000046113"
1,
"CSpS": {
"ACTIVITYDATE": "250122",
"BAIC": "1",
"BAICTS10ST": "14",
"BAOC": "1",
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by

"BAOCTS10ST": "14",

"CAW": "1",

"cDC": "24n,

"CFB": "1",

"CFBTS10FNUM": "1979150299115",
"CFBTS10ST": "5",

"CFNRC": "1",

"CFNRCTS10FNUM": "1979150299115",
"CFNRCTS10ST": "5",

"CFNRY": "1",

"CFNRYTS10FNUM": "1979150299115",
"CFNRYTS10ST": "5",
"CFNRYTS10TIME": "15",

"CFU": "1",

"CFUTS10FNUM": "1979150299115",
"CFUTS10ST": "5",

"CLIP": "1",

"CLIR": "1",

"COLP": "1",

"COLR": "1™,

"csLoc": "o",

"CSPSAdminDisable": "TRUE",
"DBSG": "1",

"HOLD": "1",

"LOCDATECS": "20250122T075514513",
"LOCDATEPS": "20250122T075514513",
"MPTY" . "1" ,

"MSCNUM": "1979184790492",
"MSISDN": "79000003000",

"NAM" . "O" ,

HOBI": "1",

HOBOH . "1" ,

"OBR" . "1" ,

"PSLOC": "O",

"PURGEDATECS": "20250122T075514513",
"PURGEDATEPS": "20250122T075514513",
"PWD": "1234",

" PWDC " . "3 " ,

"RSA" . "1" ,

"SGSNNUM": "1979184790492",
"SOCB" . "1" ,

"SOCFB" . "1" ,

"SOCFNRC": "1",

"SOCFNRY": "3",

"SOCFU" . "1" ,

"SOCLIP": "1",

"SOCLIR": "2",

"SOCOLP": "1",

"TSll": "1",

"TS21": "1",

"TS22": "1",

"VLRADD": "1979184790492"

"epS": {

HCDCH: H23H,
"EpsAccessRestriction": "0",
"EpsAdminDisable": "FALSE",
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"EpsImeiSv": "86598105037525",

"EpsIndAmbrMaxDl1": "4294967295",
"EpsIndAmbrMaxDlExt": "4294967295",
"EpsIndAmbrMaxUl": "4294967295",
"EpsIndAmbrMaxUlExt": "4294967295",
"EpsIndContextId": "1",
"EpsIndCoreNetworkRestrictions": "Q",
"EpsIndDefContextId": "1",

"EpsIndRauTauTimer": "36000",
"EpsIndSubChargChars": "8",
"EpsLastActivityDate": "20250414",
"EpsLastInsertSent": "20250122T075514513",
"EpsLastUpdateLocationDate": "20250414T15421378",
"EpsLocState": "1",

"EpsMmeAddr": "vmme2.epc.mnc093.mcc240.3gppnetwork.org",

"EpsMmeFeatureListlSupp": 3690988033,
"EpsMmeFeatureList2Supp": 3690988033,

"EpsMmeOdb": "1",

"EpsMmeRealm": "epc.mnc093.mcc240.3gppnetwork.org",
"EpsMmeRegServ": "TRUE",

"EpsNam": "0",

"EpsOdb": "1",

"EpsProfileId": "UserProfilel",

"EpsRoamAllow": "TRUE",

"EpsRoamRestrict": "FALSE",

"EpsVplmnId": "24093"
by
"imsiMask": "0000000000010011"™,
"msisdnMask": "0000000000000011"™

PucyHok 5-2 lNpumep 3anpoca 014 nosy4eHus npoguas aboHeHma u3 Redis

6 MOHUTOPUHT

MOHUTOPUHT NporpammHoro Komnaekca UDR ocyliecTsaaeTca ¢ NOMOLLbIO TaKMX KOMMOHEHTOB, KaK:
Prometheus, Alertmanager, Grafana, Loki. C uenbto oLeHKM Npon3BoaMTENbHOCTM KOMMEKCA
npeaycmMoTpeH c6op MeTPUK Mo UCNO/Mb30BaHMUIO PECYPCOB XOCTOB (Hanpumep, Harpyska Ha CPU,
MCNo/Ib30BaHKeE onepaTUBHOM NAaMATU, CETEBbIX PECYPCOB), @ TaKKe METPUK, OTparKatowmx paboty
noacuctem HLR/HSS/AUC.

lpaduryecknit nHTepdenc obecneumnsaetca pyHkUMoHanom Grafana. [lns nonyyeHua rpapuyeckoro
NHTepdelica HeobXoaAMMO UCMONb30BaTb CAeaytoLmMiA aapec B bpaysepe: http://XX.XX.XX.XX:3000/ , rae

XX XX XX.XX - IP agpec noacnctembl MOHUTOPUHTA. OnA AocTyna K rpadpuyeckomy nHTepdeicy
MOHWUTOPUHIA HEOBXOAMMO MONYYUTb AAHHbIE AEMCTBYIOLLEN YYETHOM 3anncK (MMA NoNb30BaTENA U
naposb).

14


http://xx.xx.xx.xx:3000/

MporpammHubiii Komnnekc UDR
PyKoBoACTBO Mo 3KcnayaTaLumm

6.1 PaboTta c Prometheus

Ona cbopa MeTpUK OCHOBHbIM MHCTPYMeEHTOM ABaiseTca Prometheus. Prometheus cobupaet gaHHble 0
COCTOAHWM CEPBMCOB M 060pYyA0BaAHMA C MOMOLLLIO 3KCcNopTépoB (Hanpumep, Node Exporter). [na
nony4deHus rpaduyeckoro nHtepdenca kK Prometheus HeobxoamMmo ncnonb3oBaTh Caeayouwmii agpec B
6paysepe: http://XXXX.XX.XX:9090/, rae XX.XX.XX.XX - IP agpec noacnctembl MOHUTOPUHra. Mpumep
rpaduyeckoro nHTepodeiica K pyHKUnoHany Prometheus nokasaH Ha PucyHke 5-1.

g Prometheus Q Query & Alerts B Status v ] @ m

[ >_ Lu ter expression (press Shift+Enter for newlines : } m

B Table @ Graph @ Explain

No data queried yet
+ Add query

PucyHok 6-1 paghuueckuli uHmepghelic Prometheus

NHuTepdeiic gna paboTbl c Prometheus moxeT 6bITb MCNOb30BaH ANA GOPMUPOBAHWNSA 3aNPOCOB C
LLeNbIo NOMYYEHUA UCXOAHbIX AaHHbIX COBUPaEMbIX METPUK.

6.2 MOHUTOPUHT BupTyanbHbix MawwnH (BM)

Mpaduyeckoe npeacTaBieHNe 3Ha4YEHUA METPUK AOCTYMHbI B pasgene
http://XX.XX.XX.XX:3000/dashboards, rae XX.XX.XX.XX - IP agpec nogcncremMbl MOHUTOPUHrA.

Mpumep rpaduyeckoro MHTepdenca co 3HaYeHNAMU MeTPUK BupTyanbHbix MawmnH (BM) nokasaH Ha
PucyHke 5-2.
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=
= Home > Dashboards

Datasource default Job dev.redis.soneric-NE-97 Host 10.82.0.97:9100 @ GitHub @ Last24 hours v @ ) Refresh

@ Grafana

~ Quick CPU / Mem / Disk

Pressure CPU Bu... Sys Load Root FS... - Uptime
CPU | 6.1 weeks

Mem | R. s

1o | 23 GiB
~ Basic CPU / Mem / Net / Disk

CPU Basic Memory Basic
100%

80%

PucyHok 6-2 Obwuli 8ud epaguyeckozo uHmepghelica c Mmempukamu BupmyaneHsix MawuH

6.3 MOHUTOPUHT LEEHTPA/IM30BaHHOM Da3bl AaHHbIX Redis

Mpumep rpaduyeckoro MHTepdenca co 3HaYeHUAMU METPUK LLEHTPaAIM30BaHHOM 6a3bl AaHHbIX Redis
NnoKasaH Ha PucyHke 5-3. Ha aTom npumepe B YaCTHOCTM OTPA*KEHO KONMYECTBO NOAKNOYEHHbIX
KANEHTCKUX MPUNOXKEHWUIN U KOIMYECTBO BbINOHEHHbIX 3aNPOCOB B CEKYHAY.

Home Dashboards
Prometheus Prometheus Namespace Pod Name instance 10.82 2 @ Last3hours v Q@ ) Refresh 10s v

Uptime Clients Memory Usage Commands Executed / sec Hits / Misses per Sec
145K
14 K ‘Lr N VA e e A M Arety i e
g WV

135K

il 12 O o

07:00 07:30 08:00 08:30 09:00 09:30

Total Memory Usage Network /O

2 MiB

PucyHok 6-3 paghuueckuli uHmepghelic u mempuKu 6a3bl OaHHbIX Redis

AnbTepHaTUBHbIN BMA, rpaduyeckoro nHTepdeiica c nokasatenamm npom3BoaNTENbHOCTH
LeHTpan3oBaHHOM 6a3bl AaHHbIX Redis noKa3aH Ha pucyHke 5-4. MpunoxkeHune Grafana nossonser
KOHCTPYMPOBATb BMA rpaduKa B 3aBUCMMOCTM OT 3a4a4M.
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Home > Dashboards

instance 10. 19121 x datasource Prometheus (® Last15 minutes ~ & ) Refresh 10s ~

~ Performance

Commands per second Command latency per second Hit ratio per instance

09:55

etname

Total Memory Usage Memeory fragmentation ratio per instance Key evictions per second per instance

20 GiB

PucyHok 6-4 [paghuueckuli uHmepdgbelic c nokasamenamu npoudsodumessHocmu Redis

6.4 MoHuTtopuHr Kubernetes (K8S) knactepa

Cructema MOHUTOPUMHIA TaKKe No3BonAeT oTobpakaTb meTpuku Kubernetes (K8S) knactepa. Ons
oTobpaxkeHMa meTpmK HeobxoAMMOo MCNoNb30BaTb CeayoLWmin agpec B bpaysepe:
http://XX.XX.XX.XX:3000/dashboards, rge XX.XX.XX.XX - IP agpec noacMctembl MOHUTOPUHTa. Mpumep
rpadumyeckoro nHTepdeinca metTpuk Kubernetes knactepa nokasaH Ha PucyHke 5-5.

Dashboards

Starred

Name Tags

88 Alertmanager / Overview alertmanager-mixin

CoreDNS coredns dns

etcd etcd-mixin

Grafana metrics grafana prometheus
Grafana Overview

Kubernetes / API server

Kubernetes / Compute Resources / Multi-Cluster

PucyHok 6-5 paghuueckuli uHmepgpelic vempuk Kubernetes knacmepa
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7 Paborta ¢ *KypHanamm cobbiTnm

[Na uLeHTPaNnM30BaHHOMO XPaHEeHUA M aHaIM3a N0roB UCMo/b3yeTca npunoxeHue Loki, kotopoe
nomoraet o6pabaTtbiBaTb n0r-daii/ibl, YTO 0OCOBEHHO NOJIE3HO ANA ANATHOCTUKU NPO6EeM B MPUIOKEHMA.

Mpumep paboTbl € }KypHaA/IOM COBbITUI C UCMO/Ib30BaHNEM npunoxkeHus Loki:
http://XX.XX.XX.XX:3000/a/grafana-lokiexplore-app/explore?patterns=%5B%5D&var-
primary label=service name%7C%3D~%7C.%2B, raoe XX.XX.XX.XX - IP agpec noacucrtembl MOHUTOPUHTA.

Mpumep rpadpuyeckoro uHTepderica npunoxeHus Loki, otobparkatolero 063op A4OCTYNHbIX XypHaNoB
cobbITUIA, NOKa3aH Ha PucyHke 6-1.

R4
= Home Explore
Open menu
Data source  Loki @ Last15 minutes ~ Q O
service

service

2glinkstatushandier Show logs

o Show logs

PucyHok 7-1 paghuueckuli uHmepdgpelic Loki u 0630p docmyrHbix #ypHAA08 cobbimuli

EcTb BO3MOXKHOCTb NEPEKNOUNTLCA U3 0630PHOr0 BMAA 3KPaHa Ha AeTa/IM3NPOBaHHbIM 0630p BbIGPAHHOTO
YKypHana cobbITMI, Kak NOKa3aHo Ha PucyHke 6-2.
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Home > Explore > Grafana Logs Drilldown

service_name = calico-node X Data source Loki @ Last 15 minutes ~ Q o

Log levels

Logs (726 . . 5 9 Share ~

v Log volume (726)

10:28:00 0:30:00 10:31:00 10: 0 :33: 0:34:00 10:35:00 10:36:00 il 10:38:00 10:39:00 L

info Tot

Logs (726)

Newest first No wrap Logs

[INFO][79] f

[INFO][65] mon t th

PucyHok 7-2 lemanu3suposaHHbIl 8ud 8bIbpaHHO20 8Uda #ypHaAsaa cobbimuli

Mpwu HeO6XOﬂ,MMOCTM BO3MOXXHO nony4vyeHune 3anucen u3 KypHana CobbITUIA B TEKCTOBOM BnAae, Kak
NOKa3aHO Ha Npumepe HUXKe.

[2025-07-10 07:31:34.115199 INFO] Pod 1 status: (M3UA)=DISABLED; (SCTP)=DISCONNECTED
[2025-07-10 07:31:29.206044 INFO] Pod 1 status: (M3UA)=DISABLED; (SCTP)=DISCONNECTED
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8 PaboTa c aBapuinHbIMKN COOBLLEHNAMM

®aKT HannumAa aBapuiiHon cntyaumm Ha MK UDR onpegensieTca NnyTém aHanm3a »KypHana cobbiTuii,
coaeprKallero aBapuintHoe coobuieHune. na cbopa *KypHanos cobbITUIA 1 OTOOPaXKeHNs aBapUNHOTo
coobLWeHns cnykuT npunoxkeHue Loki. Ha pucyHke 7-1 nokasaH npumep oTobpaKeHns aBapuinHoro
COCTOAHWMA CUIHANLHOIO KaHana B cetn 2G.

= Home > Explore » Grafana Logs Drilldown

~ Log volume (18K)

:00 12:24:00 2 1z 0 12:29:00 12:30:00 12:34:00

Logs (1K) Newest first No wrap Logs

87-18 89:36:34.498180 INFO] Pod 1 status: (M3UA)=DISABLED; (SCTP)=DISCONNECTED

Fields

aa

filename

job

namespace

PucyHok 8-1 lMpumep omobpaxceHus aeapuliHo2o cOCMOAHUA CU2HAAbHOKO KaHana 6 cemu 2G
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9 WNcTopma nameHeHnm

UcTopua nsmeHeHun pukcupyertca B Tabaunue 8-1.

Tabauya 9-1 cmopus usmeHeHul

[ata Bepcma gokymeHTauum Bepcua UDR KommeHTapum
03.07.2025 | 0.0 PoC MNepBas Bepcma AOKYMeEHTA
29.09.2025 | 0.1 PoC BHeceHbl onMcaHWA NapameTpos
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CNMCOK COKpalleHnmn

OnpepeneHue
User Data Repository — gomaluHnii peno3ntopuini aboHEHTOB;
MporpammHbI KOMMNAEKC;

Application Programming Interface - Habop npaBun 1 NPOTOKO/OB,
NO3BONAIOLLMX MPUIOKEHUAM B3aMMOAENCTBOBATD APYT C APYrOM;

Home Location Register - gOMaLLHWIA PETUCTP MECTOMNOJIOKEHMUA
MobubHbIX aboHeHTOB ceTen cTaHaapTos 2G/3G;

Home Subscriber Server — cepBep aboOHEHTCKUX AaHHbIX CETU CTaHAapTa
4G;

Authentication Center — ueHTp ayTeHTUPUKALUM MOBUNBHbIX
aboHeHTOoB;

LleHTpanu3oBaHHan 6a3a AaHHbIX;

CTaHAapT MOBUNBLHOM CBSA3M BTOPOro MOKONEHMUS;
CTaHAapT MOBUNBLHOM CBA3M TPETLEIO NOKONEHUS;
CTaHAapT MOBUNBLHO CBSA3M YETBEPTOrO MOKONEHMUS;
CTaHAapT MOBUNBLHOM CBA3M NATOrO MOKONEHUS;

Stream Control Transmission Protocol — TpaHCNOPTHbIN NPOTOKON ANA
CUrHaNu3aumm;

MTP-3 User Adaptation Layer - npoToKon aganTaumm Nob30BaTENbCKOrO
YPOBHSA;

Signalling Connection Control Part — npoToKon ceTeBOro ypoBH#,
NCNO/Ib3yeMbIi B TENIEKOMMYHUKAUMAX ANA Nepeadm CUrHaNAbHbIX
coobLeHn no ceTu;

Transaction Capabilities Application Part - yactb ObWeKkaHanbHOM
cucTeMbl curHanmnsauum Ne7 (SS7);

Signalling System 7- 3To Habop NpoToKon0B TenedOHHON CUTHaANU3aLMNY;

Mobile Application Part — npoTokon curHanunsaumm ana mMobunbHbIX
ceten 2G/3G;
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MpoToKon curHanmsaumm ana ceten 4G;
NuTepderic mexxay HSS u MME B cetu 4G;

Signaling Transfer Point - KOMNOHEHT B TEIEKOMMYHWUKALMOHHbIX CETSAX,
KOTOpbIN obecneymBaeT MapLUPYTU3aLLMIO U Nepeaady CUrHaabHbIX
COOOLLEHNI MeKAY PA3TNYHBbIMU 3/IEMEHTAMMW CETY;

MpoToKkon obmeHa coobuieHUAMM ayTeHTUDMKALMKM, aBTOPU3aLMN ANA
NPUNOXKEHWNI AOCTYNa K CETAM U MOBUNBHOCTU AaHHbIX B ceTax 3G, 4G,
IMS n LTE;

The 3rd Generation Partnership Project - coapy»kectso
TEe/IEKOMMYHMKALLMOHHbIX accouMaumnii, KoTopble pa3pabaTbiBatoT
NPOTOKO/bI A1 MOBUABbHbIX TENIEKOMMYHUKALLNIA;

Short Message Service - TexHonorns npMéma n nepenadm KoOpoTKUX
TEKCTOBbIX COODLLEHWNI C NOMOLLbIO MOBUIBbHOTO TeNedoHa;

International Mobile Subscriber Identity — mexayHapoaHbii
NAEHTUOUKATOP MOBUNLHOTO abOHEHTa;

Command line interface - HTepdeinc KoOMaHAHOM CTPOKM, KOTOPbIN
no3BossieT B3aMMOAENCTBOBATbL C KOMMNbIOTEPOM C MOMOLLbIO TEKCTOBbIX
KOMaHA, 3agaHHoro popmaTa;

Mobile Switching Center - MOBGUNbHbI KOMMYTALMOHHbIN LLEHTP, UK
MOBWNbHbBIA KOMMYTALMOHHbIN cepBep COTOBbIX ceTel 2G u 3G;

Serving GPRS Support Node - y3en o6cnyxunBaHna aboHeHTOB NakeTHOM
ceTn nepeaayn gaHHblx cete GSM 1 UMTS. 310 aHanor MSC ans
NaKeTHOM ceTn nepegayun AaHHbIX;

Previous Serving GPRS Support Node - npeaplgywmin ysen
06cnyKMBaHUA abOHEHTOB NaKeTHOM CeTu nepenaym AaHHbix cetet GSM
n UMTS. 310 aHanor MSC gna nakeTHOM ceTu nepenayn AaHHbIX;

Mobile Subscriber Integrated Services Digital Number - Homep
MOBUNbHOTrO abOHEeHTa;

General Packet Radio Service - HaacTpoWKa Hag TexHonornen GSM,
OCYLLECTBNAIOLLAA NAKETHYI0 nepeaayy AaHHbIX;

Mobility Management Entity — y3en ynpaBneHns mobuabHOCTbIO B CETU
4G;
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Time per second - YNCNO TPAH3aKUKNIA B CEKYHAY;
Service Control Point - NyHKT ynpaBieHuUs ycayramu;
Visitor Location Register - rocteBo pernctp MecTononoXeHus;

Previous Visitor Location Register — npeapiaywmin rocteBoi perucTp
MECTOMNO/IOKEHUSA;

Secure Shell - npoTokon NpuKknNaaHoOro ypoBHs ANs yaanéHHoro obmeHa
NaHHbIMU MEX Yy YCTPOUCTBaMU;

Secure File Transfer Protocol - npoTokon npuKnagHoro ypoBHA nepeaaym
daiinos, paboTtatowmin nosepx 6e3onacHoOro KaHana;

Network Time Protocol - npoToKon ceTeBoro BpemeHu, KOTopbiit
NOMOraeT CUHXPOHU3MPOBaTb BPEMSA YCTPOMCTB;

Continuous Integration/Continuous Delivery - meTogonorua pa3paboTku,
KOTOpasA NO3BOJIAET aBTOMATM3MPOBATb Npouecc co3ganua MK;
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